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« Component Parts of a Web of Prevention.

* The Future of the Web of Prevention
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Notes: the objective of this lecture is to inform students that there are many ways
in which individuals and groups can take effective action at different levels of web
of applied policies against the misuse of life sciences.
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« A combination of events in 2001 (Anthrax Letters
-

has been framed through lens of bioterrorism and
I biective | horised |
— pathogensintabs. —
+ Bioterrorism is a threat various examples in the past
— Aum, Rajneeshees as well as Anthrax Letter
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Bioterrorism is not the only or exclusive challenge
 life science research in 215t Century.

Notes: For the consideration of potential implication of rapidly advancing life
sciences in the context of global security, please review Lectures 6, 14, and 16.



capabilities which may increase the utility of
biological .
« Pull from ‘new wars’ in the 215t Century that are

Notes: For further illustration of assimilation, please review Lecture 6 and
Lectures 2-5 as a empirical study of assimilation. Lectures 16 and 17 are for an
illustration of potential areas of push and pull process.

Ref:

Robinson, J. P. (2008) ‘Difficulties Facing the Chemical Weapons Convention’,
International Affairs, 84 (2), 223—239. Available from
http://www.wiley.com/bw/journal.asp?ref=0020-5850



~ —Threats posed
— = Threats posed by assimilation/state BW
programmes; E—

— —Potential threat posed by unlimited accessto
-~ evolutionary life sciences;,

aterial and information

Notes: A Harvard biologist Mathew Meselson concisely summarised potential
dangers addressed in this slide as follows:






~— biological weapons we need to employa
~_range of measures...operating atarange
~of levels from individual to international.




Ref:
Danado, M. (2006) Bioterror and BioWarfare: A Beginner’s Guide, Oxford: One
World Publications.

Pearson, G. S (1993) Prospects for Chemical and Biological Arms Control: The
Web of Deterrence. Washington Quarterly, Spring 16(2), 145-162. Alternatively
Pearson, G. S. (1998) The Vital Importance of the Web of Deterrence [Online]
Department of Peace Studies,

University of Bradford [Cited 15 June 2009]. Available from
http://www.brad.ac.uk/acad/sbtwc/other/webdet.htm
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Export Controls: Export controls are designed to prevent the transfer of dual use
equipment, agents and expertise internationally and “ensure that exports do not
contribute to the development of chemical or biological weapons”.

Disease Detection & Prevention: Effective mechanisms to detect monitor and respond to
disease outbreaks minimise the utility of biological and toxin weapons by enhancing
resilience to the effects. This serves the added benefit of improving public health
provision for natural outbreaks of disease and public health response remains the
response for dealing with both deliberate and natural outbreaks.

International & National Prohibitions: International prohibitions such as the Biological
and Toxin Weapons Convention (BTWC) and the Geneva Protocol of 1925 as well as
national measures function to deter and dissuade individuals from contributing to the

construction and development of biological and toxin weapons.

Effective Intelligence: Effective intelligence, wisely interpreted, is essential for founding
good policy and ensuring the effective understanding of emerging challenges.

Education & Codes of Conduct: Education and codes function to raise awareness of the
Biological weapons Convention amongst the scientific community and deter those with
the capacity to contribute to biological weapons.

Biosafety and Biosecurity: these two measures contribute to ensuring scientific research
is conducted safely and securely and only for peaceful purposes. Biosecurity normally
includes the following physical security, personnel security, material control and
accountability, transfer security, information security, and, underlying in many of the
above principles, some form of program management.

Oversight of Research: Oversight of dual use research (i.e research which serves both a
benign and a malign purpose) is important in minimising the assimilation of Biological
and toxin weapons in states military arsenals.

See Lecture 9 and 10 for the evolutionally process of those elements under the BTWC.



For the illustration of national and international control regimes, please review
Lectures 18, 19 and 20.
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For the interface between the public health and biosecurity, please review
Lectures 9 and 10.
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(BTC) and the Geneva Protocol of 1925
—as well as national measures functionto

Historic review of international and national prohibitions against the biological and
toxin weapons were provided at Lectures 7, 8 and 20.
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ensumg theﬁﬁectueundeﬁstandmg of
emerging challenges.

Notes: Intelligence also of scientific and technological developments. See the
later recommendations of Fink Report and need for scientific awareness.

Ref:

Petro, J. B., Plasse, T. R., and McNulty, J. A. (2003) ‘Biotechnology: Impact on
Biological Warfare and Biodefense’, BioSecurity and Bioterrorism: Biodefense
Strategy, Practice, and Science 1(3), pp. 161-168. Available from

http://www.liebertonline.com/doi/abs/10.1089/153871303769201815
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Responsibilities of both governments and individual scientists were considered in
Lectures 11, 12, 13 and 20.
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%
— mechanisms to establish and maintain the

Since the conclusion of the Cold War, the rapid advance of biotechnology (as
discussed in Lecture No. 7), several high profile accidents and leaks, and “the
perceived increased threat of bio-terrorism” appear to have generated renewed
political interest in the concept of biosafety, which has been coupled with the
relatively new - or at least reconceptualised- notion of biosecurity. At the
discussion of what was labelled as ‘biosecurity’ during the 2003 BWC Meeting of
Experts, was for some States ‘their first exposure to such a concept’ (T6th 2003:
151). For other states previously exposed to biosecurity, it became clear that
there were contrasting framings of the concept within the BWC context. Since
then however,

Biosecurity
measures (such as Personnel Reliability; Physical Security; Information
Technology Security; Material Control and Accountability; Material Transfer
Security; Program Management) contribute to ensuring

See also Lectures
9and 10.

Ref:

Roffey. R., and Kuhlau, F. (2006) ‘Appendix 14A. Enhancing bio-security: the
need for a global strategy’, in SIPRI yearbook. Available from
http://www.sipri.org/yearbook/2006/14/14A
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Responsibilities of both governments and individual scientists were considered in
Lectures 11, 12, 13, 14 and 16.
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Developing and learning
from codes and
education

Considering potentially
Oversight malign ramifications of
research

BioaS:gety Ensuring vigilance and
Biosecurity care in scientific research

How to digest internationally envisaged normative principles against biological
and toxin weapons into the practice of individual scientists were considered In
Lectures 9, 10, 12 and 13.

Prevention




held at Geneva, Switzerland, to review the operation

of the Convention, with a view to assuring that the
purposes of the preamble and the provisions of the

-~ Convention, including the provisions concerning
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Seventh ReV|ew Conference (1)

Notes: The author of the working paper provided an Annex which elucidated a
series of questions which need to be overcame in order to return to the
verification of the BTWC in light of the Seventh Review Conference in 2011. (See

the Further Inf. of the slide).
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« Harvard Sussex Program on International

Criminalisation of CBW (2001);

« Model Crime Act of the BTWC by Harland

Notes: There are number of different ways by which the Web of Prevention could
be strengthened. Some are illustrated in the slide.



Prevention”? Wh
___minimise the possible misuse of life sciences?

2. Outline the components of the “Web of Prevention”.

—Discuss one of these componhents indetail.

_3.1s education about biosecurity and dual-use issues a
ent of the “Web of Prevention”?
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Further inf.2

— Future of the Life Sciences, Washington, D.C.: National Academy
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Pearson, G. S (1993) Prospects for Chemical and Biological Arms
~ Control: The Web of Deterrence. Washington Quarterly, Spring
~16(2), 145-162. Alternatively Pearson, G. S.(1998) The Vital
Peace Studies, University of Bradford [Cited 15 June 2009].
- Available from
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Slide 6)

Slide 7

Oxford: One World Publications.

( %ﬁﬁFAﬁ natively Pearson, G-S-(1998) The Vital

hitp://aww.brad.ac.uk/acadi/sbtwc/other/webdet.htm
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{Slide 10}
University of Bradford (2009) Genormics Gateway [Last updated 26 March
- 2009] Availablefrom ...

_ http://books ?record id=10827& & & —

Petro, J. B, Plasse, T. R., and McNulty, J. A. (2003) ‘Biotechnology:

impact on Biological Warfare and Biodefense’, BioSecurity and
Bioterrorism: Biodefense Strategy, Practice, and Science 1(3), pp. 161-
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Further Inf 2
~—_Atlas, B {2005
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http://www.sipri.org/yearbook/2006/14/14A

{Slide 15)
__ National Science Advisory Board for Biosecurity (2008) Sirategic Planfor
Outreach and Education On Dual Use Research Issues, Whashington, D.C.:

|._Available from: http:./ivww.opbw.org/
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Conference, 29- ovember. Geneva.

-—ldet9y —
UK Foreign Affairs Committee (2009) ‘New Foreign Affairs Committee
— Report-Global Security: Non-Proliferation’ Foreign Affairs —
Committee Select Committee Announcement, London: House of
Commons. Available from
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— HSP (2001) CBW Criminalization: Harvard Sussex Programon

— LA Arms-Limitation/, August————
2009]. Availabie from

— http:/ilwww.fas.harvard.edu/~hsp/icbwcrim.html
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- Harland, C. B., and Woodward, A. (2005) ‘A Model Law: The @~
Biological and Toxin Weapons Crimes Act An Act to implement
obligations under the 1972 Biological and Toxin Weapons
Convention and the 1925 Geneva Protocol’, international

~ Review of Red Cross, 87(859). 573-586. Available from

—http:/iwww.vertic.org/NIM/tools/model laws/#biological
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